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Rowhammer [2]

Aggressor

Victim
Aggressor

Row Buffer

Repeatedly and quickly active multiple rows.

1 f o r ( i = 0 ; i < N; ++i ) {
2 * a gg r e s s o r 1 ;

3 * a gg r e s s o r 2 ;

4 f l u s h ( a g g r e s s o r 1 ) ;

5 f l u s h ( a g g r e s s o r 2 ) ;

6 }
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Single-Sided RowPress

Keep one row open as long as possible.
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But wait...
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Another Flip...

There is this paper from 2018.
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Another Flip in the Wall of Rowhammer Defenses
Daniel Gruss1, Moritz Lipp1, Michael Schwarz1, Daniel Genkin2,

Jonas Juffinger1, Sioli O’Connell3, Wolfgang Schoechl1, and Yuval Yarom3,4

1 Graz University of Technology
2 University of Pennsylvania and University of Maryland

3 University of Adelaide
4 Data61

Abstract—The Rowhammer bug allows unauthorized modifica-
tion of bits in DRAM cells from unprivileged software, enabling
powerful privilege-escalation attacks. Sophisticated Rowhammer
countermeasures have been presented, aiming at mitigating the
Rowhammer bug or its exploitation. However, the state of the art
provides insufficient insight on the completeness of these defenses.

In this paper, we present novel Rowhammer attack and
exploitation primitives, showing that even a combination of all
defenses is ineffective. Our new attack technique, one-location
hammering, breaks previous assumptions on requirements for
triggering the Rowhammer bug, i.e., we do not hammer multiple
DRAM rows but only keep one DRAM row constantly open.
Our new exploitation technique, opcode flipping, bypasses recent
isolation mechanisms by flipping bits in a predictable and
targeted way in userspace binaries. We replace conspicuous
and memory-exhausting spraying and grooming techniques with
a novel reliable technique called memory waylaying. Memory
waylaying exploits system-level optimizations and a side channel
to coax the operating system into placing target pages at attacker-
chosen physical locations. Finally, we abuse Intel SGX to hide
the attack entirely from the user and the operating system,
making any inspection or detection of the attack infeasible.
Our Rowhammer enclave can be used for coordinated denial-
of-service attacks in the cloud and for privilege escalation on
personal computers. We demonstrate that our attacks evade all
previously proposed countermeasures for commodity systems.

I. INTRODUCTION

The Rowhammer bug is a hardware reliability issue in
which an attacker repeatedly accesses (hammers) DRAM
cells to cause unauthorized changes in physically adjacent
memory locations. Since its initial discovery as a security
issue [44], Rowhammer’s ability to defy abstraction barriers
between different security domains has been extensively used
for mounting devastating attacks on various systems. Examples
of previous attacks include privilege escalation, from native
environments [65], from within a browser’s sandbox [24],
and from within virtual machines running on third-party
compute clouds [70], mounting fault attacks on cryptographic
primitives [10, 59], and obtaining root privileges on mobile
phones [68]. Recognizing the apparent danger, these attacks
have sparked interest in developing effective and efficient
mitigation techniques. While existing hardware countermea-
sures such as using memory with error-correction codes (ECC-
RAM) appear to make Rowhammer attacks harder [44], ECC-
RAM is intended for server computers and is typically not
supported on consumer-grade machines.

Software-based mitigations, which can be implemented on
commodity systems, have also been proposed. These include
ad-hoc defense techniques such as doubling the RAM refresh
rates [44], removing unprivileged access to the pagemap
interface [45, 62, 65], and prohibiting the clflush instruc-
tion [65]. However, recent works have already bypassed these
countermeasures [6, 24, 68]. Other ad-hoc attempts, such as
disabling page deduplication by default [52, 60], only prevent
specific Rowhammer attacks exploiting these features [11, 59],
but not all Rowhammer attacks.

The research community proposed sophisticated defenses
which seemingly have solved the Rowhammer problem. Based
on the underlying primitives of these defenses, we introduce
a new systematic categorization into five defense classes:

• Static Analysis. Binary code is analyzed for specific
behavior, common in side-channel attacks, e.g., using high-
resolution timers or cache flush instructions [28, 35].
• Monitoring Performance Counters. Rowhammer relies
on frequent accesses to DRAM cells, e.g., using a Flush+
Reload loop. These frequent accesses are detected by moni-
toring CPU performance counters [6, 17, 25, 28, 35, 56, 75].
• Monitoring Memory Access Patterns. Rowhammer
causes unusual high-frequency memory access patterns to
two or more addresses in one DRAM bank. Rowhammer
can be stopped by detecting such access patterns [6, 18].
• Preventing Exhaustion-based Page Placement. Row-
hammer requires target pages to be on vulnerable memory
locations. All Rowhammer privilege escalation attacks so
far required memory exhaustion. Thus, preventing abuse of
memory exhaustion thwarts Rowhammer attacks [24, 68].
• Preventing Physical Proximity to Kernel Pages. As a
more complete solution, user and kernel memory cells are
physically isolated through the memory allocator, thwarting
all practical Rowhammer privilege-escalation attacks [12].

Notice that defenses in each class share the same assump-
tions, properties, and introduce the same form of protection.
Defenses from different classes complement each other. Thus,
given the extensive amount of research on Rowhammer coun-
termeasures, in this paper we ask the following question:

To what extent do the approaches above actually prevent
Rowhammer attacks? In particular, is it possible to success-
fully mount Rowhammer privilege-escalation attacks in the
presence of some (or even all) of the countermeasures above?
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One-Location Rowhammer - Hypothesis

It’s the memory controller.
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Victim
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Victim

Row Buffer

Memory controller employs a closed-row

policy.

Case closed ✓
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Is Rowpress = OL Rowhammer?

or where Gruss et al. wrong all along?
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Experiment

RH and RP are caused by different physical effects

Different weak cells i.e. bit flip locations

Bit flip locations of OL RH = Rowpress?

OL RH = Rowpress OL RH ̸= Rowpress

YES NO
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The Matrix

RH
DS OL

RP
DS OL

RH
DS

OL

RP
DS

OL
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Results

DIMM Size MT/s
Double Sided One Location

RH* RP RH RP

D
D
R
4
D1 8GB 2133 ✓ ✓ ✓ ✓

D2 8GB 2133 ✓ ✓ ✓ ✓

D3 8GB 2400 ✓ ✗ ∼ ∼
D4 8GB 2400 ✓ ✗ ∼ ∼
D5 8GB 2133 ✗ ✗ ∼ ∼
D6 8GB 2666 ✓ ✗ ∼ ∼
D7 8GB 2666 ✗ ✗ ∼ ∼
D8 8GB 2666 ✗ ✗ ∼ ∼
D9 8GB 2666 ✓ ✗ ∼ ∼
D10 8GB 2666 ✗ ✗ ∼ ∼
D11 8GB 3000 ✗ ✗ ∼ ∼
D12 8GB 2133 ✗ ✗ ∼ ∼
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Inconclusive...

RH
DS OL

RP
DS OL

RH
DS

OL

RP
DS

OL

100 56.5 13.7 1.0

61.8 100 14.5 1.1

98.1 95.3 100 1.0

96.3 98.8 81.4 100
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PressHammer Exploit



PressHammer Exploit

Exploit Steps

� Find complete DRAM row

� Template memory for bit flips

� Spray page tables

� Flip page tables

� → Profit
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Find Complete DRAM Row

� DRAM row typically 4 kB

� Memory Page typically 4 kB

� No 1:1 mapping

Pessl et al. [4]

A B C D C D A B A B C D C D A B A B C D C D A B A B C D C D A B
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DRAM Row Finding

Bank 0 Bank 1

A

R1 Bank conflict with X

✗

R2 No bank conflict with A

✗

21 Jonas Juffinger – � @NotImaginary � www.jonasjuffinger.com — IAIK, Graz University of Technology



DRAM Row Finding

Bank 0 Bank 1

A

R1 Bank conflict with X

✗

R2 No bank conflict with A

✗

21 Jonas Juffinger – � @NotImaginary � www.jonasjuffinger.com — IAIK, Graz University of Technology



DRAM Row Finding

Bank 0 Bank 1

A

X

R1 Bank conflict with X

✗

R2 No bank conflict with A

✗

21 Jonas Juffinger – � @NotImaginary � www.jonasjuffinger.com — IAIK, Graz University of Technology



DRAM Row Finding

Bank 0 Bank 1

A

X

G

R1 Bank conflict with X

✗

R2 No bank conflict with A

✗

21 Jonas Juffinger – � @NotImaginary � www.jonasjuffinger.com — IAIK, Graz University of Technology



DRAM Row Finding
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DRAM Row Finding
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A

X

G

B

F

C D

R1 Bank conflict with X ✓

✗

R2 No bank conflict with A ✓

✗

21 Jonas Juffinger – � @NotImaginary � www.jonasjuffinger.com — IAIK, Graz University of Technology



DRAM Row Finding Accuracy and Speed

# Meas. Duration per Row Found CLs Correct CLs

250 40ms, σ = 17 124, σ = 4.9 119, σ = 14

500 45ms, σ = 15 128, σ = 0.8 125, σ = 16

1000 116ms, σ = 40 125, σ = 4.2 123, σ = 4.3

2500 260ms, σ = 109 125, σ = 4.9 124, σ = 5.2
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Page Table Entry Flipping

virtual mem. physical mem.

vaddr2

PTE2

aggr1

aggr2

paddr2
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Exploit Results

DNF

585 s

DNF

616 s

337 s

Did not successfully hammer page table.

Hammered page table, but didn’t point to other.
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